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1 PURPOSE
The purpose of this section is to set out the interlocking technology strategies that underpin the delivery of IT to the Council. These technologies form a broad platform of IT services that can support a range of activities from major business systems like OneVision, through universal office systems like email and Word, to innovative new systems like integrated presence management.
This enables the delivery of a set of standard universal services such as user authentication, email, VoIP
, file storage and retrieval, desktop hardware and server implementations across all CCC locations. It also provides a foundation for additional technology components such as toolsets providing collaboration and workflow.
With all CCC application systems taking advantage of this service platform; re-use of technologies, value for money and information sharing gains have been and will continue to be delivered to the organisation. Additionally new IT implementations can exploit existing infrastructure, and can therefore progress more swiftly to completion.
2 HARDWARE INFRASTRUCTURE STRATEGIES
2.1 Network infrastructure
Description: 
Available, reliable and fast network access across the county for voice and data services. Exploiting the outsourced network resources and providing effective and appropriate security to ensure flexible and secure access for staff, members and partners.
Current Position: 
Cambridgeshire Community Network (CCN
) delivers a high bandwidth reliable and resilient network service to the majority of council and partner sites across the county.  Smaller sites are linked via dial in or broadband services. The CCN network is based on four core sites at Cambridge, Huntingdon, Ely and March, providing outlets in numerous council properties and schools around the county. The service uses standard networking transport protocols and network hardware. Partner network links have also been established with E2Bn (Regional Education Broadband Provider), NHS (N3), Fujitsu (eBusiness), Government Connect and district councils. Other network infrastructure includes VoIP, BlackBerry, and wireless.

Future Plans: 
The CCN service will end in 2012, when it will be replaced by Cambridgeshire Public Service Network (CPSN), which will provide an opportunity to re-specify our networking requirements. The specification will include: certificate based authentication; optimising data/voice convergence, and an integrated solution for small sites.
2.2 Office IT Equipment
Description: 
Staff should be provided with appropriate equipment to do their jobs, and devices used in offices should be adequate and supportable for their purpose.
Current Position: 
· The procurement process for all new devices includes an “approved products” assessment to avoid duplication and unsuitable equipment 

· The Microsoft Enterprise Agreement
 (EA) is being utilised  to provide cost effective licensing for desktop software as well as technical training and support benefits.
· Use of standardised desktop hardware for PCs and laptops, currently supplied by  Dell
.

· Roll out of standard “locked down” PC software to enable flexible working, and reduce support costs by preventing the installation by users of unauthorised software.
· Installation of Multi-Functional Devices to support printing, copying, scanning and faxing (where Fax over IP is not implemented).
· Expansion of the BlackBerry
 service for staff use.

Standard PC specification:
	Type


	Current Model
	Future Model

	“Standard” Desktop
	Dell Optiplex 740*
	Dell Optiplex 380

	“High End” Desktop
	Dell Optiplex 960
	Dell Optiplex 980

	
	
	

	“Light weight” Laptop
	Dell Latitude E4300
	Dell Latitude E4310

	“Standard” Laptop
	Dell Latitude E6400
	Dell Latitude E6410

	“Large Screen” Standard Laptop
	Dell Latitude E6400
	


* AMD Processor

Standard BlackBerry Smart Phone specification:

	Type


	Current Model
	Future Model

	“PDA” Style
	Curve 8310
	Gemini 8520

	“Candy Bar” Style
	Pearl 8110
	


Future Plans: 
· Centrally managed print strategy, rationalisation of printers and reducing print costs.

· Driving down support costs and increase efficiency via comprehensive remote software patch and application delivery.

· Rollout of Fax over IP service so fax can be sent and received from PCs and replace fax machines.

· Further development of the BlackBerry service
· Upgrade of universal desktop software (Windows and Office) will be dictated by the  PC hardware’s capacity to run it. Evaluation of virtual desktops (VDI) and thin clients (Citrix XenApp
 )to manage the cost of desktop provision.  VDI
 as a replacement to the physical desktop is currently an immature technology, but will mature within the next 12 to 24 months. There are significant potential efficiencies to be gained from adopting this technology in terms of power consumption, support, and ease of updating software.
· Evaluation of  Open Source software on a case by case basis as appropriate
· Integration of mobile business system technologies with the mobile desktop. 
2.3 Server hardware

Description: 
Maintain and support an up-to-date server farm providing all the underlying requirements of the CCC IT environment and supporting all server based technologies.

Current Position: 
Server provision is based on a mixed estate of physical servers and Virtual Machines
 running in VMWare’s ESX
 environment. The authority has standardised on HP Proliant DL
 series servers for its physical servers and HP blades to provide the virtual environment. Physical servers older than DL380 G3s are currently being phased out..  DL380 G3s and newer are considered for cascading where possible. Currently DL3X XG6s are the preferred option for new hardware.
The standard server operation system is based on the Windows platform using x64 architecture where possible. A Windows 2008 server build has recently been developed and this will be used where our licensing permits. We also have a small number of servers running Linux and UNIX operating systems.
Future Plans: 
There will continue to be a need for physical servers for the foreseeable future and cascading will continue.  Not all software is supported in a virtualised environment. For example SQL and Exchange, as they place greater demands on CPU and Input/Output processes, are currently unsuitable for virtualisation.

.  

However, further efficiencies are likely to be achieved by the continued and expanded use of virtualisation, both in terms of power consumed and space saved. 
We will evaluate the benefits of alternative virtualisation software consistent with our existing infrastructure; Windows 2008 Hyper V and MS System Centre for more efficient monitoring and management, and XenServer
 and hypervisor for use with Citrix VMs. 
Power management of physical servers will be optimised through the use of ILO 2 boards licensed to take advantage of the Dynamic Power Capping capabilities of these devices, and third party power management systems.  
We are actively monitoring the development of cloud computing
  together with the potential for increased public sector based shared services and recognise that these initiatives may have a significant impact on technology developments as the options mature over the next three to five years.    
3 SERVICE INFRASTRUCTURE STRATEGIES
3.1 IT Security architecture
Description: 
A robust security architecture is required to satisfy requirements for sharing systems with trusted partners, information with the public, and the necessary security of internal council systems.

Current Position: 
A network topology has been developed with a three zone architecture to allow controlled sharing and provide secure areas for sensitive systems. Other features include:
· WebSense
 web filtering – blocking websites for compliance, but also websites that pose security risks. This ensures that the council meets a duty of care to protect and prevent its employees and members of the public from accessing inappropriate and illegal websites.
· MTA SPAM and Anti-Virus filtering, which allows the council to use email much more effectively without SPAM wasting time and creating security risks.  3 million SPAM emails are blocked each month.

· Strong authentication of remote users using the Entrust
 product
· Full penetration tests every 2 years.

This architecture makes use of CCN firewalls, routers and service devices, plus services embedded in the server hardware strategy to provide a comprehensive security service.
Future Plans: 
· The specification for CPSN, the CCN replacement, will include security requirements for firewalls.  
· Desktop anti-virus will be replaced to improve screening and reduce costs.
· Data held on removable media, including laptop hard drives and USB memory sticks, will be encrypted.
· We will use the ISO27001 security standards as a benchmark of best practise but will not seek compliance by certification.
· Products and contracts for web site monitoring and web anti-virus will be reviewed.
3.2 Application Integration

Description: 
Technologies that facilitate the integration of data from different sources and facilitate joined up and more efficient service delivery by the county council and with commercial and local authority partners.

Current Position: 
A Microsoft BizTalk
 hub and spoke (BizTalk 2004) implementation facilitates data exchange between systems. The Contact Centre OneServe
 CRM maintains a separate BizTalk spoke (BizTalk 2006).
Current services utilising the BizTalk architecture are:

· AIMS (integrates business systems with eBusiness
· Health & Safety Incident Reporting

· Swift/OneServe
· LLPG
 Imports
Future Plans: 
The hub and spoke architecture will be updated to  BizTalk 2009. . This will pave the way to greater utilisation of the architecture. Future projects which will use  this architecture are: 
· AIMS update

· AWT – eBusiness receipts interface

· Online payments

· Internal telephone directory synchronisation with Active Directory
· Network Management Reporting/FixMyStreet

3.3 Government Connect

Description: 
Secure extranet linking central government departments with the local government and the rest of the public sector.
Current Position: Code of Connection approval has been granted, and the hardware connection is in place. We are now awaiting the first audit of compliance with version 3.2 of the Code of Connection due in the first quarter of 2010; this will be an ongoing process with future versions.
Future Plans: 
Having achieved connection there are a number of current and planned projects to deliver services:

· Secure email between the council and other connected public sector organisations.

· Exchange of confidential children’s information with the ContactPoint service.

· Connection to the Joint Access Recovery Database (JARD) and MoneyWeb for Trading Standards 
· Data exchange between the Highways and Police services for Highways.
· Connection to the Customer Information Service (CIS) and DCSF Free School Meals Hub to improve the service for checking benefits eligibility
3.4 Database technologies

Description: Maintain and support data storage provision and retrieval services to support networked computing requirements.

Current Position: The authority has numerous databases associated with many applications. Some applications come with their own proprietary databases or a requirement to store data in a specific vendor’s product. In these cases the supplier supports their database. Other applications use standard databases (e.g. Oracle, Microsoft SQL Server, FoxPro, MS Jet etc.). 
Although we have a mixture of standard databases, in order to concentrate and make best use of internal resources we focus on Oracle and Microsoft SQL Server
 for in-house support  

Currently our strategy is to use Microsoft SQL Server 2005/2008 for developments.  Database are either hosted on the shared service or in its own instance depending on the individual requirement. The shared service cluster currently has one active and one passive node. If an application is not “cluster aware”, then this option is not suitable for the shared service, in which case we offer a server, physical or virtual, with SAN
 attached data disks, and if failover is required we use log shipping to maintain a warm standby on a second server.  This approach makes sure that the database always has the most efficient provision for its requirements.
For Oracle databases we currently support Solaris or Windows 2003 platforms.
Future Plans: 
· MS SQL Server and Oracle will continue to be used, depending on the application. 
· We intend to keep within one release of the latest release from Oracle or Microsoft (currently 10G and 11G for Oracle and SQL Server 2005 and 2008 for Microsoft). 

· We will avoid applications with other standard databases or proprietary databases unless a valid business case can be presented. Going forward we will only support Oracle on a Windows platform (Oracle does not support Virtual Servers).

· The preferred option for SQL Server databases will be on the SQL Server Cluster, either as part of the shared service or in its own instance. If the application is not cluster aware, or requires other software to be installed on the database server, a “stand alone” option will be offered with the option of log shipping for resilience.

· We will standardisation on SSRS
 as the authority’s reporting tool.

3.5 Network connectivity, authentication, file access and print services

Description: 
Provide and manage an underlying authentication and access rights structure to support CCC staff working in a networked computing environment.

Current Position: 
This facility utilises Microsoft Windows Active Directory
 (AD) for login and user administration, DNS and DHCP for managing network services, and Windows network printer controllers for network printing.

A network-wide wireless solution has been implemented enabling a wireless access point to be installed in any CCC office with a CCN network connection, this provides a further flexible route for staff to access CCC network services and also for visiting partner staff to access the Internet via a CCC filtered connection to enhance their productivity and encourage partnership working.
Centrally controllable user rights and file access controls embedded in AD control user and group network file access. These services provide the basis for all IT access and are therefore some of the most critical l IT services provided and therefore it is essential that they are up to date and well maintained.
All these services are underpinned by the hardware infrastructure above.
Future Plans:  
· Upgrade of Active Directory 2003 to 2008. 
· Further rollout of authentication and access control via wireless services.
3.6 Remote access

Description: 
Provide and maintain appropriate authentication and access methods for all categories of user accessing the CCC network remotely.

Current Position: 
The prime staff access mechanism uses Entrust authentication, an AEP Netilla
 NSP web portal farm and a Windows Terminal Server service to provide access to certain applications remotely. Recent improvements have increased the reliability and resilience of this service.

Future Plans: 
There is an increasing demand for remote access to all systems to support flexible and partnership working. This must be seen in conjunction with the security requirements placed upon the Authority by the Government Connect Code of Connection.

Plans include

· Use of the newly installed ISA 2006 firewall service.

· Review of remote access products alongside Netilla for access from the Internet and other networks.

· Use of ZXTM for load balancing and network traffic management service 
· Specification of remote access capability for all new applications.

· Remote collaboration working, 
· Use of certificates and other authentication to allow more flexible remote access methods (i.e. Grid Cards). 
· Bootable USB drives, allowing connection of unmanaged, non-secure computers by creating a managed virtual PC.
4 APPLICATION INFRASTRUCTURE STRATEGIES
4.1 Universal desktop services
Description:
Delivery of a consistent set of universal services such as user authentication, email, VoIP, file storage and retrieval together with the use of standard PC configurations and appropriate thin client technologies.
Current Position: Based on a Microsoft oriented technology architecture supported by a Microsoft Enterprise Agreement (EA). These facilities help control costs, support flexible working and assists with integration of services.
Software revisions and updates are distributed electronically to clients across the network using a LANDesk
 service. Standardisation using a core set of products with options for additional software where needed reduces costs and provides a basis for a reliable and robust service.
Core Applications:

	· Windows Media Player 10

· DirectX 9.0c

· Microsoft Power Toys

· Adobe Reader v8.1.3

· Visio Viewer 2007 SP1

· Performance Endpoint

· Winzip v9 SR1

· E-Business Suite 2007 icon

· Sun Java v1.5.0.40

· Sun Java v1.6.0.50

· Microsoft .NET v1.1 SP1

· Microsoft .NET v2 SP2

· Microsoft .NET v3 SP2

· Microsoft .NET v3.5 SP1

· Silverlight v2

· Adobe Air v1.5

· Flash Player v10.0.12.36

· Shockwave v11


	· Authorware Player v7

· LANBoss

· Citrix XenApp v11

· McAfee AV v8.5

· J-Initiator v1.1.8.21

· J-Initiator v1.3.1.28

· IE7

· LANDesk v8.7

· CCC Laptops on broadband

· CCC Screensaver v1.14

· Windows Installer v4.5

· XML Notepad 2007

· Windows Defender

· Veritas Enterprise Vault (KVS) v6

· Avaya MM Outlook plug-in

· RightFax FoIP Outlook plug-in

· Wireless drivers

· Office 2003 SP1



The process for testing and approving new desktop software ensures  compatibility across multiple applications. 
WTS and Citrix terminal servers to support remote access and client access to central server based applications which are unsuitable for distributed desktop application and in some cases provide a more cost effective method for these applications.

Microsoft Enterprise Agreement includes :

	· Microsoft Office Professional Plus

· Windows Operating System
· Microsoft Office SharePoint Server Standard CAL

· Microsoft Exchange Server Standard CAL

· Microsoft System Center Configuration Manager CML

· Microsoft Windows Server CAL




The main benefits of an EA allow the authority to maintain and support a single licensing agreement thereby reducing administration and procurement costs. It also allows us to standardise on a set of products reducing support and maintenance expenditure. 

Future Plans: 
· Extend the usage of LANDesk by fully utilising Wake on LAN
 and Multicast facilities. This will give full visibility of our PC estate and software base. 
· Leverage the EA by updating the PC estate to Office 2007/2010 and Windows 7 Desktop, in line with the PC hardware specification.
· Remote PC building via LAN Desk 
· Virtualisation of applications; Local Application Virtualisation for software packages with ten or fewer users, server based virtualisation for packages with more than ten users (excluding the core application set).
· Trials and investigation of Open Source software where appropriate.
4.2 Mail and messaging
Description: 
Maintain and support an integrated email and messaging service for CCC staff and members.
Current Position: 
The service is delivered using Exchange 2003 and Outlook 2000/2003 clients. Additional technologies include Archiving (KVS), BlackBerry Exchange Server (BES v5.x), VoIP voice messaging (Avaya Modular Messaging v4.x) and fax over IP (Captaris RightFax).

Future Plans: 
Developments will include:

· GCSX  secure email 
· Presence Management, where users can nominate the means by which they can communicate at different times, from fixed or mobile telephone, email, and instant messaging

· The Exchange infrastructure will be upgraded to Exchange 2007/2010, improving sustainability, capacity and throughput. 
4.3 Web infrastructure - Content Management and e-forms
Description: 
Providing a platform for presenting Internet and intranet web sites, providing the underlying technologies for building and presenting information and transactions on-line.
Current Position: The current infrastructure utilises a variety of platforms;  IIS5 & 6, Lotus Domino, MS Content Management Server, MS SharePoint  2007 services, Google Search Appliance
, NonStopGov
 and Apache/Tomcat.
Future Plans: 
· Future development will concentrate on SharePoint
, developing collaboration and building links with the corporate EDRM
 solution Wisdom. 
· A review of the e-forms provision will be undertaken to identify our current and future requirements and the fitness for purpose of the current NonStopGov offering.

4.4 GIS
 & Mapping
Description: 
Provide tools to localise, visualise and analyse data containing or related to geographical information. Enabling partnership working sharing common geographic data. Providing equity of access to a geographic view of data.
Current Position: 
CCC has been using GIS solutions since the late 1980s. Since the mid 1990s all background mapping data has been supplied by Ordnance Survey in a variety of electronic formats. CCC, as all councils (and Fire & Rescue, Police et al) has taken advantage of this and deployed a variety of technology solutions to allow staff and public to use background, and locally captured map data, to support service delivery.

The CCC desktop mapping system is MapInfo 8.0, Intranet mapping is provided using MapXtreme 3.0, PlanWeb 3.5 (with Java plug-in), and Internet mapping uses MapXtreme 3.0, MapPortal 4.9.4. Maps and map related data are sourced via Local Government Information House, LGIH, under a negotiated Mapping Services Agreement.

An issue is that whilst some reference data/background mapping is stored once, core datasets are maintained in a variety of systems (e.g. MapInfo, Insight) are in many cases duplicated and not consistent. Additionally, there are data conversion costs and time to cope with system differences.
Future Plans:  
· Continued use of MapInfo
, one of the leading desktop mapping solutions consistent with out requirements. 
· Review  our intranet mapping tool, and replace PlanWeb or update to v4.0. Migrate the Intranet and Internet map base to MapXtreme Java (GeoPlatform 2).
· Investigate and develop a spatial database approach for “store once use many times” capability.   All current Desktop/GIS applications are able to both read and write spatial data held in a database. Both of the database systems (Oracle, SQL/server) in use provide this capability, though Oracle is the more established. Recent SOCITM
 consultancy recommended standardising on Oracle Spatial (Locator subset) as the spatial database platform.
4.5  Public access provision

Description: 
Maintain and support public access provision in accordance with the Peoples Network strategy, providing Internet access for citizens who would otherwise not have Internet access.

Current Position: This is satisfied by three overlapping service provisions: public access in libraries (Peoples Network); public PCs in Connexions offices; and Community Access Points (CAPs) in public places around the county.

Future Plans: 
· The specification for the CPSN will include any requirements for Community Access Points.  
· Potential innovations depending on funding include kiosks in some locations and computer access to specialised archives like the BFI MediaTheque
 film library in Lion Yard library, Cambridge.
� Voice over IP


� Supplied by NTL:Business (part of the Virgin Media Group)


� http://www.microsoft.com/industry/government/licensing/ea.mspx


� http://www1.euro.dell.com/content/default.aspx?c=uk&l=en&~ck=geo


� http://uk.blackberry.com/solutions/types/government/


� http://www.citrix.com/english/ps2/products/product.asp?contentid=186


� http://en.wikipedia.org/wiki/Desktop_virtualization


� http://en.wikipedia.org/wiki/Virtual_machine


� http://www.vmware.com/products/esx/


� http://h10010.www1.hp.com/wwpc/pscmisc/vac/us/en/sm/proliant/proliant-dl.html


� http://www.citrix.co.uk/English/ps2/products/product.asp?contentID=683148&ntref=footer


� http://en.wikipedia.org/wiki/Cloud_computing


� http://www.websense.com/content/WebFilter.aspx


� http://www.entrust.com/enterprise-authentication/index.htm


� http://www.microsoft.com/biztalk/en/us/overview.aspx


� http://www.onyx.com/business/oneserve.asp


� Local Land and Property Gazetteer


� http://www.fixmystreet.com/


� http://www.govconnect.gov.uk/


� http://www.microsoft.com/sqlserver/2008/en/us/default.aspx


� http://en.wikipedia.org/wiki/Storage_area_network


� http://www.microsoft.com/Sqlserver/2005/en/us/reporting-services.aspx


� http://en.wikipedia.org/wiki/Active_Directory


� http://www.aepnetworks.com/index.php/solutions/products/netilla/aep-netilla-overview


� http://www.landesk.com/


� http://en.wikipedia.org/wiki/Wake-on-LAN


� http://www.google.com/enterprise/search/mini.html


� http://www.nonstopgov.com/products/index.html


� http://sharepoint.microsoft.com/Pages/Default.aspx


� http://en.wikipedia.org/wiki/Electronic_Document_and_Records_Management_System


� http://en.wikipedia.org/wiki/Geographic_information_system


� http://www.mapinfo.co.uk/


� http://www.socitm.gov.uk/socitm/


� http://www.bfi.org.uk/whatson/bfi_southbank/mediatheque/
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